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1 
 
Abstract—Optical fiber sensor networks (OFSNs) are facing 
the problem of a lack of systematic evaluation criteria to assess 
network performance. In this paper, a universal quantitative 
robustness evaluation model for OFSNs is proposed. The model 
defines robustness as the mathematical expectation of the 
monitoring coverage ratio, which has taken into account the 
performance under all possible network states and the 
probability of each state. This model is applied to four basic 
network topologies including line, ring, star and bus topologies, 
and their mathematical expressions of robustness are derived by 
analyzing all possible states in detail. Further simulation gives a 
quantitative comparison among these topologies, proving that 
the ring and star topologies are optimal for the monitoring of 
strip-shaped and square regions, respectively. Finally, two 
influencing factors, the attenuation coefficient and the threshold, 
are investigated for their impact on the robustness of the 
network. 
 
Index Terms—Network topologies, optical fiber sensor 
networks, robustness, robustness evaluation models. 
 
I. INTRODUCTION 
PTICAL fiber sensor networks (OFSNs) have attracted 
increasing attention with the development of optical fiber 
sensing technology [1], especially in applications such as 
security and structural health monitoring [2]. In an OFSN, a 
number of optical fiber sensors share the same terminal 
devices, which reduces the cost in hardware as well as other 
aspects including installation and maintenance. On the other 
hand, service will be lost when a transmission path is 
accidentally or maliciously destroyed. 
In order to guarantee steady and reliable sensing service, 
large-scale sensor networks require high “robustness”, which 
is the ability to maintain system functionality against external 
and internal interference. Extensive research on the reliability 
and robustness of OFSNs has been done. Peng et al. propose 
several large-scale optical sensor networks with self-healing 
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function. The network robustness is enhanced by adding 
 
optical switches to novel topologies [3]–[6]. Lopez-Amo and 
his research team presented a novel optical fiber bus network 
for the wavelength multiplexing of sensors, which can 
re-establish service after one or more point failures in the fiber 
by “dedicated line” or “dedicated path” protection [7-9]. They 
also reported an amplified optical fiber double-ring network to 
multiplex optical fiber sensors [10]. The network is designed 
to be inherently resilient to fiber failures because it enables 
simultaneous interrogation of all sensors using both rings. 
Besides, there are many other studies on topologies and 
architectures which can achieve high robustness for OFSNs 
[11-13]. 
Although many studies of quantitative robustness 
evaluation for wireless sensor networks have been reported 
[14-16], there are relatively few for OFSNs. Research on 
robustness for OFSNs thus far is merely focused on designing 
architectures that have high robustness. No universal method 
for quantitative robustness evaluation has been proposed. 
Thus it is difficult to tell how much one topology is superior to 
another in terms of robustness. It is crucial to establish a model 
to accurately evaluate these OFSNs. With this robustness 
evaluation model, we are able to compare the robustness of 
different OFSNs quantitatively and decide the optimum 
parameter in the designing of OFSNs for specific applications. 
Therefore, we believe the topic will become more and more 
important as the use of OFSNs grows, especially for safety and 
security applications. 
This paper explores into the metric of robustness evaluation 
for OFSNs. A universal quantitative robustness evaluation 
model for OFSNs is established. We have applied this model 
to several basic network topologies, including line, ring, star 
and bus topologies, respectively, to get more details about the 
robustness calculation. Simulations are performed to see how 
environmental settings and influencing factors impact network 
robustness. 
II. EVALUATION MODEL 
In reality, sensor detections show increasing uncertainty as 
the target-to-sensor distance increases. The detection model 
needs to be expressed in probabilistic terms [17]. In this work, 
we assume the model given by Eq. (1). 
  sr rf r e     (1) 
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2 
where r and sr are the locations of the target point Q and the 
sensor respectively, α is the attenuation coefficient which 
shows the sensing ability of the sensor under the specific 
monitoring scenario. Larger α means the monitoring ability 
decays faster with distance. 
Consider an OFSN consisting of n sensors (S1, S2, …, Sn), 
which is named W. Each sensor has two possible states: 
working or failed according to whether there is a link failure in 
its information transmission path. (We ignore the sensor 
self-fault because the probability is very low.) It can be 
expressed as:  
if the sensor works
if the sensor fails
1,  
= , =1,2,...,
0, 
iS i n



 (2) 
So the state of W can be described by the combination of states 
of all the sensors:   -1 2 1, ,..., ,k n nW S S S S , k is the ID of each 
state. For convenience, we regard (Sn, Sn-1, …, S1) as a n-bit 
binary number and convert it into decimal format: 
1
1
1 2
n
i
i
i
k S 

    (3) 
where k is the converted number plus one to make it start from 
1 rather than 0. k can be any integer from 1 to 2n and each k 
corresponds to only one state of W and vice versa. 
In network W, a target point Q in the monitoring region is 
monitored by n sensors simultaneously. The monitoring ability 
of W at Q can be expressed as: 
   
1 1
i
n n
r r
k i i i
i i
C r f r S e S
  
 
      (4) 
which shows the cooperative work of multiple sensors. (In 
reality the cooperative work of multiple sensors can be 
realized with algorithms such as Support Vector Machine or 
Neural Network) 
We also define the threshold function  kH r as: 
 
 
 
1
=
0 <
k
k
k
C r
H r
C r


 


 (5) 
 kH r indicates that when the value of  kC r at Q is below 
the threshold  , we believe the monitoring ability is too low to 
monitor accurately and the result is regarded as invalid. We 
call Q a “blind point” of W. In contrary, if the value is above  , 
we think Q can be effectively monitored, point Q is covered by 
W. 
We use function  kA r  to quantify the performance of W at 
the entire monitoring region under state kW : 
  ( ) /k k
R R
A r H r dr dr    (6) 
where R is the monitoring region, namely the complete set of 
all r . The physical significance of  kA r is the coverage ratio 
of the sensor network at the monitoring region, that is the area 
ratio of effectively monitored region to the whole monitoring 
region, under state kW . 
 The probability of occurrence of kW is denoted by  kP W . 
We define “Robustness” as the mathematical expectation of 
the coverage ratio, so it has taken into account the overall 
performance of W under all states and it can be expressed as: 
   
2
1
n
kk
k
U P WA r

   (7) 
As seen from above, the values of robustness vary in the 
range of 0 to 1. The coverage ratio  kA r  is dependent on the 
monitoring area, the models and locations of the sensors that 
are working under state k.  kP W is related to the topology of 
the network and the broken probability of link fibers. This 
evaluation model can be used as a quantitative criterion to 
judge whether an OFSN is robust enough before it is deployed. 
Conversely, this model can also assist with finding out the 
optimal sensor densities, network topology and installation 
scheme with a definite robustness. 
III. ROBUSTNESS EVALUATION MODELS FOR BASIC 
TOPOLOGIES 
A. Line topology 
 
The line topology with n sensors requires (n+1) link fibers 
as shown in Fig. 1. All these sensors are assumed to be 
backward-reflected and other factors such as power 
non-equalization of sensors, network capacity limit are not 
considered. The n sensors are numbered S1, S2, S3, …, Sn 
sequentially from the one closest to the light source to the 
other end. Fibers are also numbered with the same rule as F0, 
F1, F2, …, Fn, and F0 connects the light source to the coupler. 
Suppose the intact probability of  0,1,2,...,jF j n is jp and 
it can be expressed by the length of Fj : 
(1 ) j
L
jp p   (8) 
where Lj is the length of Fj , p is the broken probability of an 
unit length of fiber. Due to the property of line topology, there 
are only (n+1) possible states for the network, which are 
numbered Wl , l=0,1,2, …,n. Wl denotes the state of exactly l 
sensors, including S1, S2, …, Sl working in the network. One 
could easily get the probability of occurrence of Wl is: 
 
Fig. 1.  Line topology for optical fiber sensors. S1-Sn are optical fiber sensors; 
F0-Fn are link fibers.  
> REPLACE THIS LINE WITH YOUR PAPER IDENTIFICATION NUMBER (DOUBLE-CLICK HERE TO EDIT) < 
 
3 
 
0 1
1
0
0
1 0
(1 ) 1,2,..., 1
l
l l j
j
n
j
j
p p l
W p pP l n
p l n




 


   


 



 (9) 
Referring to (3), the relation between k and l 
is 1
1
1 1 2 2
l
i l
i
k 

    . Therefore, the robustness of n-sensor 
line topology network is: 
 
2
0
l l
n
Line
l
U P WA

   (10) 
B. Ring topology 
 
The ring topology with n sensors requires (n+2) link fibers 
as shown in Fig. 2. Compared to line topology, an additional 
fiber Fn+1 connects Sn to the coupler to form a loop, leading to 
transmission path redundancy. The state 
2n
W , in which all 
sensors are working, can be achieved either with all link fibers 
intact, or only one arbitrary fiber other than F0 broken. The 
probability of this state is: 
 
11
1
2
0
1
1n
nn
t
j
t jt
p
P p
p
W

 
 
  
 
    (11) 
If two sensors Sh and Sl fail, those sensors between Sh and Sl 
must also fail. The state is denoted by Wh,l , 1≤h≤l≤n, which 
means sensors Sh, Sh+1, Sh+2, …, Sl fail while others work 
properly. The probability is: 
 
  
    
  
1 1
1
0 2
, 0 0 1 1
1
1
0
1 1 1
1 1 1 1,
1 1 1
h n
h l j j
j j l
h l n
h
h n j
j
p p p p h l n
P W p p p p h l n
p p p h l n
 

  





    


      

     

 

 (12) 
According to the numbering of kW as mentioned earlier, 
Wh,l is equated with 
1 1, 2 2 2 2 2
l
n i n h l
k
i h
W k  

     . 
Therefore, the robustness of the n-sensor network with ring 
topology is: 
   
 
1
1
,
11
1
2 2 2 2 2
1
2
2 2 2
1
0
,
1
1
n n n h l
n
n h l
Loop
h l n
h l
nn
t
j
t
h l n
jt
h l
U A W A
A
P P W
A
p
p
p
P W


 
  
 
  

 

 
  
  
 

 



  (13) 
C. Star topology 
 
The star topology with n sensors requires (n+1) link fibers 
as shown in Fig.3. The sensors are named S1, S2, S3, …, Sn, 
respectively. F0 connects the light source to the star coupler 
while Fi connects the star coupler to Si (i=1,2,3, …, n). Unlike 
those with line and ring topologies, starlike networks have a 
network state set including all possible 2n states noted in 
previous general discussion. The probability of occurrence 
of kW is: 
 
   
 
0 0
1
1
0
1
1 1 1
1 2 2ii
n
i
i
n
SS n
i i
i
kW
p p p k
P
p p p k




   

 
   



 (14) 
where the values of Si can be extracted from the value of k. 
Write the value of k-1 in n-bit (if less than n bits then fill with 
zeros on the left side) binary format, then from right to left, 
each bit is the value of S1, S2, S3, …, Sn, respectively. 
So the robustness of n-sensor network with ring topology is: 
 
2
1
n
ar kSt k
k
P WU A

    (15) 
D. Bus topology 
 
The bus topology with n sensors requires (2n+1) link fibers 
as shown in Fig. 4. For simplicity, we only draw up the first 
coupler and omit the rest. The n sensors are numbered S1, S2, 
S3, …, Sn from the sensor with the branch node closest to the 
 
Fig. 4.  Bus topology for optical fiber sensors. S1-Sn are optical fiber sensors; 
F0-F2n are link fibers. 
 
Fig. 2.  Ring topology for optical fiber sensors. S1-Sn are optical fiber sensors; 
F0-Fn+1 are link fibers. 
 
Fig. 3.  Star topology for optical fiber sensors. S1-Sn are optical fiber sensors; 
F0-Fn are link fibers. 
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light source to the one with the furthest branch node. F0 
connects the light source to the first coupler. The branch link 
fiber between Si (i=1,2,3, …,n) and the bus is named F2i while 
the bus link fiber connecting the branch nodes of Si-1 and Si is 
numbered F2i-1. Similar to the star network, all 
possible 2n states may occur in the bus topology. The 
probability is: 
 
   
1
0 0
0 2 2 21
i=1
(1 ) (1) 1
1 1 2,3,4,..., 2ii
SS n
i
m
k
i i
p p f k
P W
p pf h p p k

  
  

 



 (16) 
where max( ), 1,2,3,...,im i S i n   , which means m is the 
maximum sensor number of all working sensors. The way of 
acquiring the values of Si is the same with the star topology. 
The function f(l) that appeared in (16) expresses the 
probability that those (n-l+1) sensors, including Sl, Sl+1, 
Sl+2,…,Sn, all fail while other sensors are still available. The 
recursive formula of f(l) is as: 
   
   
2 1 2 1 2
2 1 2 1 2
1 1 ( 1) 1,2,3,..., 1
( )
1 1
l l l
n n n
p p p f l l n
f l
p p p l n
 
 
      
 
   
 (17) 
Or the general formula of f(l) can also be given as: 
   
   
   
2 1 2 1 2
1
2 1 2 1 2
1
2 1 2 1 2
1 1
1,2,3,..., 1
( )
1 1
1 1 =
n
l j j
j l
in
i j j
i l j l
n n n
p p p
l n
f l
p p p
p p p l n
 


 
  
 

  
  
  
   
 
   

 
 (18) 
Therefore, by substituting (18) into (16), we get: 
 
   
   
 
   
   
0 0
1 2 1 2
1
1
2 1 2 1 2
2
0 2 1
i=1
2 1 2
1
1 2
2
h 1
1
2 1
2
2 1 2
2
(1 )
1 1
=1
1 1
1 1=
1 1
1
2 2
ii
SS
n
j j
j
in
i j j
i j l
m
i
n
h j j
k
j
in
i j j
i h j l
i i
n
p p
p p p
k
p p p
p p
p p p
p
P
p
p p p
kW



 
 

 
 

 
  

 
 
   
 
 
        
 
   
 
 
        

 

 


 
   
 
 
2 1 2 1 2
n 1
0 2 1
i=1
0
2
2 1
1
2 2
1
1
2 22 1
i=1
2 2
( 1)1
2 1 2
1
1
(
1
)
ii
ii
n n n
i
n
n n
SS
i i
ii
n n
SS
i
k
h np p
k
p p
h
p p p
p
p
n
p
p

 


 




 
 
  

















    











 (19) 
The robustness of n-sensor network with bus topology is: 
 
2
1
n
kBus k
k
U WA P

   (20) 
So far, we have presented the robustness evaluation models 
of several basic topologies. Through the superposition or 
expansion of these models, we can establish comprehensive 
evaluation model for complex OFSNs. 
IV. PERFORMANCE EVALUATION 
A. Impact of environmental settings 
As has been demonstrated in Part 3, network topology has 
an impact on the occurrence probability of kW thus 
significantly affects the robustness. Fig. 5 shows a comparison 
of these four topologies with N (1~20) sensors in terms of 
robustness under a strip-shaped area monitoring situation. The 
monitoring area consists of N 20×20cm2 square areas aligned 
in a row, each with a sensor installed in the square center. The 
attenuation coefficient α is 1/9 cm-1 and the threshold γ is 0.5. 
We suppose the intact probability of a fiber of 1cm length is 
0.999. The value of coverage ratio  kA r  can not be 
calculated by analytic method generally, we use Monte-Carlo 
method to obtain its estimated value. The Monte-Carlo 
simulation experiment is carried out with 100 sampling points 
in each small square. In star topology, the star coupler is 
always located in the center of monitoring region. All these 
sensors are assumed to be backward-reflected and other 
factors such as power non-equalization of sensors and network 
capability limit are not considered in simulations. 
 
Simulation results show that the ring topology has the 
highest robustness under this circumstance while the star 
topology has the lowest. This outcome is easily understood 
because the redundancy of ring topology has improved the 
reliability of the network. The bus topology has very similar, 
although slightly lower, robustness compared to the line 
topology. This is expected because every branch fiber of bus 
topology is set to be very short (5cm) while the bus fiber has 
the same length as line topology. However, this is true only if 
we ignore the possibility of sensor self-fault. Unlike line 
topology, failure of one sensor does not affect others in bus 
topology. So bus topology will perform better than line 
topology in terms of robustness if the possibility of sensor 
self-fault is taken into account. For each topology, the 
robustness initially increases with increasing number of 
sensors but then declines gently. The reason is that cooperative 
work of sensors has obviously improved the coverage ratio 
initially but as the scale of the network grows, the monitoring 
 
Fig. 5.  Robustness of ring, line, bus and star topology networks, with a 
strip-shaped monitoring area. 
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area increases while the probability of Sn in working state is 
too low due to the increasing total fiber length. The robustness 
of star topology decreases most rapidly, which illustrates that 
star topology is not a wise option for large scale strip-shaped 
area monitoring. 
Another simulation is carried out to investigate the 
performance of the four topologies under a square-region 
monitoring situation. The monitoring region is a fixed 100×
100cm2 square area, within which N sensors are randomly 
located and connected in four basic topologies. Robustness 
values are calculated for γ = 0.5 and α = 1/16. The intact 
probability of fiber of 1cm length is supposed to be 0.999. The 
star coupler of star topology is located at the center of the 
square, and the bus fiber of bus topology stretches straight 
along the midline of the square. We take 2500 Monte-Carlo 
sampling points in the monitoring area for each N value to 
obtain the coverage ratio under each network state. The 
procedure is repeated 100 times and the mean value is adopted 
to reduce the uncertainty caused by random sensor 
deployment. 
 
Results are shown as Fig. 6. For each topology, robustness 
increases quickly with increasing sensor numbers when only a 
few sensors are installed, because more sensors result in a 
higher coverage ratio, which contributes to high robustness. 
As more sensors are included in the network, the robustness 
reaches a plateau. This is because as sensors get more crowded, 
the overlapping between one sensor’s effective monitoring 
region and another’s becomes more serious. Therefore, as the 
number of sensors increases, additional sensors have 
decreasing effective contributions to the coverage ratio and 
network robustness. Among the four topologies, the star 
topology has the best robustness but with only a slight 
advantage over bus and ring topology. The robustness of the 
line topology is significantly lower in contrast with other 
topologies due to the relatively high impact of a link failure on 
network. Although the star topology shows the best 
performance in the simulation, it suffers from limited 
multiplexing ability of star coupler in practice. Therefore, a 
comprehensive analysis of the advantages and disadvantages 
of different network designs should be conducted when 
designing a practical network. 
B. Impact of γ and α 
The attenuation coefficient as well as the threshold has an 
influence on the coverage ratio and thus the robustness. We 
focus on the ring topology to study the two parameters. The 
simulation procedure is basically the same as the work on 
square area monitoring in section 4.1, except that different 
threshold γ = 0.1, 0.3, 0.5, 0.7, and attenuation coefficient α = 
1/16, 1/11, 1/6, 1 cm-1 are used when calculating robustness. 
 
Fig. 7(a) shows the change in network robustness with 
respect to the number of sensors (N) with different γ values 
when α = 1/11 cm-1. Fig. 7(b) shows the same relation but with 
different α values when γ = 0.5. It can be observed in both 
figures that each curve has a trend that is similar with those 
shown in Fig. 6. Moreover, it is obvious that decreasing values 
of γ and α improve the network robustness. This can be 
understood because a low γ value means that a wider area is 
effectively monitored and a low α value refers to an increased 
monitoring ability at every location and therefore more area is 
effectively monitored. In both cases, the coverage ratio is 
increased. From Fig. 7, note that if α is too high, the robustness 
 
(a) 
 
(b) 
Fig. 7.  Robustness vs. number of sensors of ring topology network. (a) α= 
1/11 cm-1, γ = 0.1, 0.3, 0.5, 0.7 respectively. (b) γ = 0.5, α = 1/16, 1/11, 1/6, 1 
cm-1 respectively 
 
Fig. 6.  Robustness of ring, line, bus and star topology networks, with a square 
monitoring area. 
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remains very low and hardly increases even if the number of 
sensors becomes very large. This shows that if the monitoring 
ability of sensors decays too fast with distance, increasing the 
number of sensors cannot improve the robustness effectively. 
V. CONCLUSION 
We have built a universal robustness evaluation model for 
OFSNs, which defines robustness quantitatively as the 
mathematical expectation of the network coverage ratio under 
all possible network states. Then we demonstrated the 
mathematical expressions of robustness of four basic 
topologies. Although we simulated only two simple but typical 
monitoring circumstances, this model is applicable to 
situations with more general environmental settings, larger 
scale network and more complex topologies. We can use this 
model to evaluate robustness of highly-resilient, 
multi-parameter and multi-layer OFSNs. Moreover, we expect 
this evaluation model could effectively assist optimization 
schemes of OFSNs in various applications. 
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TABLE I 
DEFINITIONS OF THE SYMBOLS IN THE TEXT 
Symbol Definition 
 f r  Detection model of a sensor 
Q Any point in monitoring region 
r  Location of Q 
sr  Location of a sensor 
α Attenuation coefficient in  f r  
W An OFSN 
Si Sensor 
kW  Network state 
k ID of network state 
 kC r  Monitoring ability of W 
 kH r  Threshold function 
γ Threshold in  kH r  
 kA r  Coverage ratio 
R Monitoring region 
 kP W  Probability of occurrence of kW  
U Robustness 
Fj Fiber 
Lj Length of Fj 
p 
Broken probability of an unit length of 
fiber 
pj Intact probability of Fj 
m 
The maximum sensor number of all 
working sensors in bus topology  
f(l) 
Probability of state that sensors from Sl to 
Sn all fail in bus topology 
 
